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1 May 1984

MEMORANDUM FOR: Director of Central Intelligence

FROM: . Eloise R. Page
Acting Director, Intelligence Community Staff

SUBJECT: Legislation on Unauthorized Disclosures

1. As a follow-up to our discussion this morning, attached is
the proposed legislation to criminalize the unauthorized disclosure of
classified intelligence by a cleared individual.

2. As we discussed, an effort to have the leadership of the SSCI
and, possibly, the HPSCI sponsor the legisiation would be useful in
gathering broad support. The support of the Secretary of Defense and
the Attorney General should be sought also. The bill clearly is directed
at requiring government officials to live up to their responsibility to

safeguard classified information. It does not infringe upon rights of
the news media in any way. :

" Eloise R. Paje ‘é7h

Proposed Legislation
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& BILL

To protect against injury to the nationz) Gefense and foreign
relations of the Dnited Stztes by prohibiting certain
unavthorized disclosures of classified information.

Be it enacted by the Senate 2né Eouse cf Representatives

of the Dnitecd States of Americez in Congress essembled, Thet

Chapter 37 of title 18, Dnited Stetes Code, is amended b
P . ) . Y

adding 2t the beginning thereof the following new section:

"§ 7S%1. . Unauvthorized Disclosures

(2)

(b)

(c)

Whoever, beinp &n officer or employee cf the Dnited
States or & person with zuthorized zccess to
clzssified information, willfully Ciscloses, or
ettempts to disclose, any clessified information to 2
person who is not an officer or emplovee of the Dnited
States anc who does not have authorized access to it,
.sball be fined not more than $10,000, or imprisoned
not more then three vears, or both.

Whoever, beingc an officer or employee of the United

tates, willfully Giscloses any cléssifieé information

to an oifficer or employee of the United Stztes with
the intent that such officer or employvee cisclose the
informetion, Girectly or indirectly, to & person who
is pot an officer or emplovee of the Drited States ené

- wvho coes not bhave zvthorized zccess tc it, shzll be

d L L 4
.fine¢ not more than £10,000, or impriscned not more
then three vears, or both.

As uvsed in this section--

(i) the term "clazssified informztion” means -
informztion or mzterizl Gesignated and
clearly marked or represented, pursuant to
the provisions of z statute or Executive
order, as requiring protection against
unavthorized disclosure for reasons of
national security; :

(21) the term "éisclose™ or "discloses" means to

- '~ communicate, furnish, deliver, transfer,

impart, provide, publish, convey, or
otherwise make available;
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(iii) the term "avthorized access" means having
eauthority, right, or permission to receive
information or materizl within the scope of
authorized intelligence activities or
pursuant to the provisions of : statute,
Execvtive order, Girective of the head of any
Gepartment or agency who is empowereé +o
classify informztion, order of any Dnited

tates court, or provisions of any Rule of
-the Bouse of Rerresentztives or resolution of
the Senate which coverns handling of '
classified infermation by the respective
Eouse of Congress. o

shall be construveé to
lity for disclosuvre of
h accordance with zpplicable

Nothing in this section
esteblish criminzl lizbsi
clessifieé information
law to: '
(i) any court of +he Onitec~Stztes, or judoe or
justice thereoZf; cr _— -

(ii) the Senzte or Bouse of Re;résentatives, or
&ny committee, subcommiitee or joint
comnittee thereof.".

SEC. 2. The tzble of contents of Chazpter 37 of title isg,
Dnited

taztes Cocde, it amended tc include the following ‘caption:

"781. Dnauthorized Disclosures".

/
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SECTION BY SECTION EXPLANATION

Section 1 of the Bill amends ckepter 27 cof title 1B, Unitesd
tates Code, to include 2 section 79) prohibitine certzin
unavthorized disclosures of classifie¢ information. Section 2
of the Bill makes the corresponding changes in the teble of
contents for chapter 37 of title 18. '

Proposed section 781 of title 18§, United States Code,
provides criminzl penzlties for willful unauthorized
éisclosures of classifiec informztion by federal emplovees zné
others who bave authorizeé access to-classified infBrmation,
such as government contractors. With the narrow exceptions of .
unavthorized disclosures of atomic enercv Restricted bata,

communicztions intelligence/cryptography irformeztion, ané %he

identities of covert agents, willfuvl uvnzuvthorized

s of ¢ . Cisclosures
of classified informaztion by those entrusied with it bv the
government aIe not per se offense:s under existinc federal

criminel statutes.
Subsection (2) of § 751 prohibits wil3ful Sisclosure or
sttemptec disclosure of clessifieé informztion, bv z federal
civilien or military officer or emplovee or other person with
suthorizec access tc such-infermestion, to anv person who is
neither & federezl civilian or military cfficer or emplovee nor
e person with suthorized access 4o suvch informaztion. -The
subsection provides.crininzl penzlties of not more than three
years imprisonment or & £10,000 fine, cr both, for such willfpl

unauthorized disclosure of clzssifieé information.

Subsection (b) of § 781 prohibits willful disclosure of
classifie informztion by z federz) civilien or militery
officer or emplovee to another such officer or emrlovee wit
the intent that the latter disclose the informztion, directly
or incirectly svch as throuvch z chzin of intermedizries, .to 2
person who is neither a2 federzl civilien or military officer or
emplovee nor & person with auvthorizedé access tc the clastified

information. The criminel penzliies for such an offense zre
identical to those provideé for the offense defined in .
subsection (2). ' ‘
Subsection (c) of § 781 defines
subsections (2) ané (b) in defining the offenses of willful
uvriavthorized disclosure. Peragraph (i) Gefines "clzssified
information” to consist of informstion or materizl designated
e@s reqguiring protection a2gzinst unzuthorized disclosure for -
reasons of nationzl security pursuvent to & statute or Executive
order. Paragraph (ii) defines the term "disclose” or
*discloses™ to include 21l forms of éisclosure enumerated in
the existing provicsions of 18 D.S.C. §§ 793-798 and 50 U.s.C.
§ 426. Paregraph (iii) defines the term "azuthorized access” to
include eauthority or permission to receive information within
the scope of authorized intelligence activities er pursvant to
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b;apch, oréers of the courts of the Dnited Steates, or rules of

either Bouse of Congress. BAuthorized intelligence activi‘zec

are those conducted pursuant to stztvte or Execurtive ovée; i

such as the current Executive Order 12333 coverni;c Unz‘eé"
teates intelligence activities. i j i

‘.11Sub§ectzon_(d) of § 751 assures thet no criminzl liability
%%_-latgach gnoir subsections (2) or (b) to otherwise lawful
cisclosure of classified informetioh to the C

for ongr
courts. . . sress or the
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